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Chapter I MonitorOnline Installation

T eegg%ur%ctsnlo%%men’r of MonitorOnline software is based on SQL_SERVER
database. Therefore, SQL_SERVER database needs to be installed in
advance to achieve the monitoring and record of the entire system data .

Microsoft .NET Framework 4.5 and database (SQL server 2000 or SQL server
2005 or SQL server 2008 or SQL server 2008R2 or SQL server 2012 or SQL
server 2016 or SQL server 2017) must be set up before installing
MonitorOnline software. The current mainstream databases are SQL server
2008 and SQL server 2008R2.

SQL_SERVER Installation Environment

Operating System Requirements: according to the following table.
Computer Configuration Requirements: 4-core CPU, 4G RAM or more,
500G disk space.

Operating 64Bit 32Bit 16Bit
System Name

WINTO
WIN8
WIN7

WINXP

WIN2003
WIN2000
WIN98
WIN9S

\

KKK
“FIKRKRRKRKK

Note: v/ stands for supporting this system;
\ represents there is no such system;
X indicates this system does not apply.

Once Microsoft .NET Framework 4.5 and SQL_SERVER are installed, you can
be ready to set up MonitorOnline Management Software, and please
notice the selection of language during installation.
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1.1 Login SSMS

Step One : Open SQL Server Management Studio and login database by using
windows authentication. Then right click  “SQL Server” ,
choose “Properties” (see Fig.1.1).
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3 System Da Disconnect
[ Database € Register...
ReportSery New Query
ReportSery
£ Security Activity Monitor
(3 Server Object: Start
£ Replication Stop
‘ 3 Management Pause
b SQLserver Ag Resume
Restart
Palicies. 3
Facets
Start PowerShell
Reports 3
Refresh
Properties

Ready

Fig.1.1 Microsoft SSMS

Step Two: After clicking “Properties” , choose “Security” on the left,
then choose “SQL Server and Windows Authentication mode” in Server
authentication, choose “Failed logins only” in login auditing (see

Fig. 1.2).

g =N iR
‘1‘“‘ IR Rseript ~ [Brets
[#7 General

Server anthentication
¥ Connections
A7 Datsbase Settings

L& hdvanced @ SOL Server and Windows Authentication mode
2 Permissions

() Windows Authentication mode

Login auditing

() Hone

@) Failed logins enly

() Both failed and successful logins

Server proxy accomnt

[7] Enable server proxy account

brory aceount | 1 ]

[Connection Password rrssnrrn |

Options
Enable Conmon Criteria compliance

[7] Enable C2 andit tracing

[] Cross database ownership chaining

Fig.1.2 Server Properties
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Step Three: MonitorOnline software functions through remote connection to
database, so it is necessary to realize remote connection with database
before running MonitorOnline software. The concrete steps are as follows:

choose “Connections” on the left, check “Allow remote connections to
this server” , click “OK” button (see Fig.1.3).
(g serrbrogeries-mscomee 0 [=ETR ]
e Ssow - B
2 Memory
& Processors Connections
& Securty
gcomem Madimum number of concurrent connections {0 = unlimited):
&' Pemissons Use query govemor to prevent long-unning queries
Default connection options:
: implicit transactions
; cursor close on commit
Spepery
Bl st
f:;ﬁ" [7] Alow remote connections to this server
Connsction Remote guery timeout {n seconds, 0 = no timeout):
sa
37 View cormestion propeties e e e e i P RnC S
Feady ) Bttt ) B

| o e=] |

Fig.1.3 Server Properties

Step Four : Spread  “Security” -> “Logins” -> “sa” , thenright click “sa”

and choose “Properties” (see Fig.1.4).
Note: The user name here can only be “sa” , and can not be modified.

File Edi View Tooch Window Community Help
2 Mo Chmry | Ly | 2 T (B L |
[ObjsaEploesr v & x|

Comect- | @ W = ¥ @ 3§
= i - (SOL Server 1001600 - na)
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il [ Systemn Dwsbases
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[::] I] Raporibareer
i ||| ReporiSerserTempDB
= [ Security
o [ Logine
&, #ens PolioyEvemProcessing
B, =S _PolicyTag Exetutionle
A& NT ALUTHORITY\ NETWORK ¢
A NT AUTHORITY\ SVSTEM
’ NT SERNWICEYMES LS ERVER
M NT SERNICE\SOUSERVERAGE
& PCAS0B26125 bd ministe

& P Longir..
B S e Login as
[ Creds =
& [ Cryply Pobciem
O Audi{  Faceis
H [ e Slan FowerSkel
# [ Sener O
g Repliats P
& Refummie
Flaudy Dulate
- 1 T T T
Refresh s SRS R =
1215602273 | Praperting

Fig.1.4 Microsoft SSMS
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Step Five : Choose “General “ on the left ; choose “SQL Server
authentication” on the right and set password, click “OK” button (see

Fig.1.5).

5 Login Properties - s3 = o |
Select apage Bscript ~ ey
Login pame: Search.
2 Status
Password: S0 0 58000088
Confirm passwor i LAl i i 2l 2l ]
Specify old passwor 4
V] Enforce password policy
Enforce password expiration
Map to Credential
Mapped Credentials Credertial Provider
Connection
Serv
Connection
a
Progre
Heady
Defanlt database: |"“‘5‘" "
Default languags: [Enetizn -]
l i3 l ‘ Cancel

Fig.1.5 Login Properties

Step Six: Choose “Status” on the left, choose “Grant” and “Enabled” on
the right and click “OK” button (see Fig. 1.6).

5 Login Properties - sa =8 Ho
B Seript v [BHelp

Settings

Status

SOL Server authentication:

Fig.1.6 Login Properties
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Step Seven : Back to SQL Server Management Studio login interface, right click
SQL Server, choose “Facets” (see Fig.1.7).

Fle Edit View Tools Window Community Help
iONewQuey | BEBE D & HS B
Comeat- B ® = 7 @S

r 10.0. 2|

1 Se Disconnect

[3 se Register...

3 Ry New Query
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Start
Stop
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Resume
Restart
Policies 3
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Start PowerShell
Reports 3
Refresh
Properties

Ready

Fig.1.7 Microsoft SSMS

Step Eight : Choose “Server Configuration” from the drop-down box of
facet and set the properties of “RemoteDacEnabled” as “true” , then
click “OK” button (see Fig.1.8).

, apage Dseript - | Help

& General
Faces: [server -
Description: ~ Exposes propesties of the Server object.

Facet properties:

e f)=]
Audittevel Failure -
C:\Program Files\Microseft SQL ServerMSSQLL)
count NT AUTHORITY\LOCAL SERVICE
Manual 5
2050727
1600

5QL_Latinl_General_CP1_CLAS
872468488

ComparisonStyle 196603
ComputerNamePhysicalNetBIOS FSCOM-PC

DefaultFile

Enterprise Edition (64-bit)
loper

elopel
Files\Microsoft SQL Server\MSSQL1

i il el sable
47 (local [s2] i sreName MSSQUSERVER
|_installDatabirectory _ CA\Proaram Files\Microseft SOL ServerMssoLL ™ |
View connection prapetties Auditlevel
Gets or sets the aucit level For the instance of Microseft SQL Server.
Resdy
Export Current State 25 Policy..
[ o [ canca |[ Hep ]

=

Fig.1.8 View Facets

Note: Up to this step, SSMS has been set up. Firstly exit, and then use sa to login. If successful,
sa account is enabled. If unsuccessful, please check whether the network connection can
be pinged. If it is confirmed that the network connection is normal, please confirm whether
to follow the steps indicated above.
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1.2 Deploy SSMS
Step Nine : Open SQL Server Configuration Manager (see Fig.1.9).

|@ SQL Server Configuration !

Manager

fscom
" Google Chrome

Documents

@_I MaonitorOnline.exe
e ) Pictures
Simple Simple management
tool.exe

u\% 5QL Server Management Studio

@ Internet Explorer
L

G Foxmail

Music

Games
Computer
Control Panel

- Calculator
Devices and Printers

—_—
\J[ Getting Started

Default Programs

m Visio 2013 Help and Support
@ Windows Media Center

»  AllPrograms

Search programs and files yel |

Fig.1.9 SQL Server Configuration Manager

StepTen: Choose “SQL Server Services” on the left, please make sure the
state of “SQL Server” and “SQL Server Browser” is running on the right
(see Fig.1.10).

Note: It is usually necessary to reboot SQL Server after shutdown and restart,
but SQL Server is still running after closing the Sgl Server Configuration
Manager program box.

ql S ]
File Action View Help

e« ?|s ="

@ SQL Server Configuration Manager (Local) MName State Start Mode Log On As Process ID Service Ty}

Bl SQL Server Services ] || #85QL Server Browser Stopped Other (Boot, Syste..  NT AUTHORITVALO... 0
) " zgt ;Z'::::::’:: EET:E:;:;? 2(:; 5)5QL Server (MSS...  Running Automatic NT AUTHORITVANE... 3632 SQL Server
N " 5QL Server Network Configuration @SQL Server Agent... Stopped Manual MNT AUTHORITY\NE... 0 SQL Agent
> SQL Native Client 10.0 Configuration AsQL Ful-textFilte.. Runn!ng Manual . NT AUTHORITVALO... 380 .
@ SQL Server Analy... Running Automatic NT AUTHORITY\NE... 3384 Analysis Se
#V5QL ServerIntegr... Running Automatic NT AUTHORITYANE... 2712
SQL Server Repor... Running Automatic NT AUTHORITY\NE... 2264 Report Sen

Fig.1.10 Sal Server Configuration Manager
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Step Eleven : Choose “Protocols for MSSQLSERVER” under the node of SQL
Server Network Configuration on the left. The default status of TCP/IP is
Disabled (see Fig.1.11). Please set status of TCP/IP as “Enable” by right
click(see Fig1.12) or opening TCP/IP Properties interface by double click,
then modify “active” to” yes” , click “OK” button (see Fig.1.13).

Note: TCP/IP protocolis generally enabled, and can be tested by ping.

File Action View Help

9 | #|E -z H

‘@ SQL Server Configuration Manager (Local) Protocol Name Status
B SQL Server Services ] ] || & Shared Memory  Enabled
_E_ SQL Server Network Configuration (32bit ¥ Named Pipes Dicabled
> SQL Mative Client 10.0 Configuration (321 P .
== ) : W TCRAP Disabled
4 _E_ SQL Server Network Configuration FVIA Disabled
isable

E?F Protocols for MSSQLSERVER
s .. SQL Mative Client 10.0 Cenfiguration

Fig.1.11 Sqal Server Configuration Manager

File Action View Help

€9 2Bz H

@ SQL Server Configuration Manager (Local) Protocol Name Status
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. SQL Server Network Configuration B2bit]| <= 1.4 Pipes Disabled
‘ % SQL Native Client 10.0 Configuration (321 | _ S TCP/IP Enabled
4 _E_ SQL Server Network Configuration £zl c E bl:
e ¥ VA Disabled | nable
E?; Protocols for MSSQLSERVER Disabl
b % SQL Native Client 10.0 Configuration s
Properties
Help

Fig.1.12 Sqgl Server Configuration Manager
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ﬁ Sql Server Configuration Manager

File Action View Help

= E=H

‘@ 5QL Server Configuration Manager (Local) Protocel Name Status
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Fig.1.13 Sgl Server Configuration Manager

Step Twelve : Right click “TCP/IP” ,select “IP Address” under
"Properties" or double click to open the settings panel and select the "IP
Address" tab,then set port of TCP as “1433” , and click “OK” button.

(see Fig.1.14). .

IP Addresses

= p1

Active Yes

Enabled Mo

IP Address fed0::a049:766ce02f:114 3614

TCP Dynamic Ports

ET I

B 12

Active Yes

Enabled Mo

IP &ddress 192.168.1.104

TCP Dynamic Parts
TCP Port 1433
= 1p3
Active Yes
Enabled Mo
IP Address fed0:497d:Sbedi 4311003012 7

TCP Port
TCP port

Fig.1.14 TCP/IP Properties
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step Thirteen : Set TCP/IP of Client Protocols as “Enable”

File Action View Help
e 0=H

48 SQL Server Configuration Manager (Local) || Name Order Enabled
B SQL Server Services
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4 2 501 Native Client 10.0 Canfiguration (321 ¥ Named Pipes 3 Enabled
2. Client Protocols via Disabled
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Fig.1.15 Sal Server Configuration Manager

Step Fourteen: Turn off the firewall or add SQL Serve.exe to the program
list that allows the firewall to run. If you choose the latter, the concrete
steps are as follows:

(1)Open control panel (see Fig.1.16)

(2)Click “View network status and tasks” (see Fig.1.17).

SQL Server Configuration
Manager

‘. Google Chrome »

[ESS SR T
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()—(:)-@ » Control Panel »
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’@_ | MaonitorOnline.exe

Simple Simple management
tool.exe
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@ Internet Explorer 3
6 Foxmail

Calculator

‘_—Ir Getting Started 3
m Visio 2013 v
Q Windows Media Center

»  AllPrograms

| Search programs and files yel |
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Games
Computer
Control Panel
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Devices and Printers
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Help and Support
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[\e\ System and Security
[3 Review your computer's status
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Find and fix problems

./ Hardware and Sound
View devices and printers
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B—7 Programs
h | Uninstall a program
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User Accounts and Family Safety
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Change the theme
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Fig.1.16 SQL Server Configuration Manager

Fig.1.17 Control Panel
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(3)Click “Windows Firewall”

(see Fig.1.18).

1o = e | omm
= o]
“am T
@Uv 5¥ < Network and Intemet » Network and Sharing Center = [ 42| [ Search Cantrol Panel £
@
Centrol Panel Home - . . - - h
View your basic network information and set up connections
Ch. dapter setti . 1 See full map
ange adapter settings L&-L..._ |—|h @
Ch, d d sh
B XUANXUAN-PC Network Internet
(This computer)
Wiew your active networks Connect or disconnect
l b Network Access type: Internet
3 Work network Connections: [ Local Area Connection
Change your networking settings
ﬁ. Set up a new connection or network
= set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
'«5, Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPM network connection.
*& Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings,
szealsm @ Troubleshoot problems
HomeGroup Diagnose and repair network problems, or get troubleshooting information.
Internet Options
Windows Firewall

Fig.1.18 Network and Sharing Center

(4)Click “Allow a program of feature through Windows Firewall”

@@v‘ﬂ » Control Panel

Control Panel Home

Allow a program or feature
through Windows Firewall

@' Change notification settings

'&' Turn Windows Firewall on or
off

) Restore defaults
&) Advanced settings

Troubleshoot my network

See also
Action Center
Network and Sharing Center

» System and Security » Windows Firewall - ‘4,‘ | Search Control Pa

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network,

How does a firewall help protect my computer?

What are network locations?

Connected A

. '@ Home or work (private) networks
Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

the list of allowed programs
Active home or work (private) networks: B Metwork

Motification state:

Motify me when Windows Firewsll blocks a new
program

@ Public networks Not Connected (¥)

Fig.1.19 Windows Firewall
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(5)Click “Changes settings” button and “Allow another program” button
(see Fig.1.20).

(=N e 8

@Dv|ﬂ <« Windows Firewall » Allowed Programs < |‘f‘ ‘ Search Control Panel o|

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program te communicate? Change settings

Allowed programs and features:

MName Home/Work (Private) ~ Public *
[ Distributed Transaction Coordinator m} O
[JFile and Printer Sharing O o
[0 HomeGroup m} O
[isCst Service O o =
[ Key Management Service m} O
[ Media Center Extenders m} O B
[ Metlogen Service O O
Network Discovery O
[ Performance Logs and Alerts O O
Remote Assistance O
[ Remote Desktop O O
[ Remote Event Log Management O o -

Allow another program...

Fig.1.20 Allowed Programs

(6)Click “Browse” and open Program Files folderin C (see Fig.1.21).

9 Browse @
@F\,}I'H; v Computer » Local Disk (C:) » - | +y | | Search Lo k(C:) o |
Organize » Mew folder il l@l
¢ Favorites MName Date medified Type
Bl Desktop . O5FMount 9/4/2015 5:36 AM File folder

& Downleoads . Perflogs 7/13/2009 8:20 PM File folder
15 Recent Places | | Program Files 9/4/2015 5:43 AM File folder
. Program Files (x86) 9/4/2015 5:43 AM File folder
4 Libraries 3 . Users 9/4/2015 7:35 PM File folder
3 Documents ; Windows 9/4/2015 5:40 AM File folder
J‘- Music
|| Pictures
E Videos
18 Computer
£ Local Disk (C3)
@ DVD Drive (D) Ve~ 4 L1 | s
File name: - ’Applications (*.exe™.com;™.icd) VI
[ Open |v] [ Cancel ]

Fig.1.21 Local Dlisk C
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(7)Open Microsoft SQL Server folder (see Fig.1.22).

ﬂ Browse
@:}v| . « Local Disk (C:) » Program Files » - | +4 | | Search Program Files LB |
Organize v New folder =~ 0 @
+¢ Favorites Mame . Date medified Type =
[ Desktop . Common Files 9/4,/2015 5:06 AM File fol
4 Downloads . DVD Maker 7/14/2009 12:47 AM  File fol
2| Recent Places . Internet Explorer 7/13/200910:37 PM  File fol

.. Micresoft Analysis Services 9/4/2015 5:43 AM File fol I
4 Libraries = .. Microsoft 5QL Server 9/4/2015 5:43 AM File fol
@ Documents - Microseft Sync Framework 9/4,/2015 5:42 AM File fol
J’ Music .. Micreseft Visual Studic 9.0 0/4/2015 5:42 AM File fol 1
[&] Pictures .. Microsoft. NET 9/4/2015 5:41 AM File fol
B videos L .. MS&Build 7/13/2009 10:32 PM  File fol
. Reference Assemblies 7/13/200910:32 PM  File fol
;-;J Computer L WMware 9/4/2015 5:06 AM File fol
& Local Disk (C) . Windows Defender 7/13/200910:37 PM  Filefol «
& ovD Drive (D) v = < | i | ’

File name: - [Applications (*.exe;*.com;*.icd) Y]

I Open Iv] [ Cancel l
Fig.1.22 Program Files
(8)Open MSSQL10.MSSQLSERVER folder (see Fig.1.23).

i Browse
@:}vl ., %« Program ... » Microsoft SQL Server » - | g | | Search Microsoft SQL Server yel |
Organize v New folder = 0 @
< Favorites Name : Date modified Type

Bl Desktop . BO 9/4/2015 5:42 AM File folder

4 Downloads 80 9/4/2015 5:41 AM File folder

] Recent Places L 100 9/4/2015 5:41 AM File folder

.. MSAS10.MSSQLSERVER 9/4/2015 5:41 AM File folder

4 Libraries 3 .. MSRS10.MSSQLSERVER 9/4/2015 5:43 AM File felder

@ Documents . MS5QL10.MSSQLSERVER 9/4/2015 5:42 AM File folder
Jﬁ Music

[E=] Pictures

B Videos

1M Com puter
& Local Disk (C:)

[& DVD Drive D) VP ~ ¢

File name:

m

- [Applications (*.exe*.com;*.icd) v]

Corm ) |

Cancel ]

Fig.1.23 Microsoft SQL Server
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(9) Open MSSQL folder (see Fig.1.24).

ﬂ Browse

%v| | <« Micro.. » MSSQLI0.MSSQLSERVER »

~ | 42 || Search MSSQLIOMSSQLSERVER P |
= O @
Date modified Type

9/4/2015 5:55 AM

File folder

Organize = Mew folder

W Favorites pame
B Desktop | | MSSQL
4. Downloads

.
1=il Recent Places

m

4 Libraries
@ Documents
Jﬁ Music
[E] Pictures
2 videos

M Com puter
&, Local Disk (C:)

& pvD Drive (D VP =«

1

File name:

- [Appli.c,ations (*.exe ™. com;*.icd) VI

[ Open v | cancel |

Fig.1.24 Browse

(10) Open Binn folder (see Fig.1.25).

9 Browse
@O-| || « MSSQLI0.MSSQLSERVER » MSSQL » ~ [ 42 |[ search MssQL )
Organize « Mew folder = « [ @
< Favorites Name Date modified Type

BE Desktop | Backup 9/4/2015 5:55 AM File folder

4 Downloads . Binn 9/4/2015 5:55 AM File folder
=l Recent Places |, DATA 9/4/2015 5:56 AM File folder
) FTData 9/4/2015 5:55 AM File folder
- Libraries 3 J Install 9/4/2015 5:42 AM File folder
=] Documents ) JOBS 9/4/2015 5:55 AM File folder
o' Music J Log 9/4/2015 6:03 AM File folder
[ Pictures J repldata 9/4/2015 5:55 AM File folder
E Videos | J Upgrade 9/4/2015 5:42 AM File folder
L=l Computer
&, Local Disk (C:)
(& DVD Drive (D) VP = ¢ i | ’
File name: - lApplicatiuns (*.exes™.com;".icd) VI
[ Open Iv] [ Cancel l
Fig.1.25 Browse
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(11) Double-click “sqglservr” (see Fig.1.26).

ﬂ Browse
s,
@‘\J'| | e MSSQL b Binn » ~ | 44 || search ginn 2|
Organize v Mew folder == =« [ @
 Favorites MName : Date modified Type *
B Desktop .. Templates 9/4/2015 5:43 AM File fol
& Downloads [ DatabaseMail 7/10/2008 4:38 AM Applic—
5| Recent Places (=] DCEXEC 7/10/2008 4:38 AM  Applic
[ fdhost 7/10/2008 4:39 AM  Applic
- Libraries = [E fdlauncher 7/10/2008 439 AM  Applic
@ Documents [ SQLAGENT 7/10/2008 5:31 AM - Applic
& Music (551 SQLIOSIM 7/9/2008 3:45 PM MS-D(| =
[E=] Pictures [2, SQLIOSIM 7/10/2008 5:31 AM  Applic
B Videos R [ sqimaint 7/10/2008 5:31 AM - Applic
||E sqlservr 7/10/2008 5:31 AM  Applic
18 Computer (7] sqlstubss 7/10/2008 5:31 AM - Applic
‘E—-’ Local Disk (C:) (25 wpadsi 7/10/2008 531 AM  Applic +
(& DVD Drive (D VI = < | e | r
File name: sglservr - [Applications (*.exer*.com;*.icd) v]
[ Open Iv] l Cancel l

Fig.1.26 Browse
(12)Click “Add” button to add sqglservr to Allow Programs (see Fig.1.27).

Add a Program

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Programs:

L Import and Export Data (32-bit) -
J,Import and Export Data (64-bit)
& Internet Explorer
l:élnternet Explorer (54-bit)
E’%’ Reporting Services Configuration Manager
5| SQL Server Business Inteligence Development Studio
lJ SCL Server Error and Usage Reporting
'@SQL Server Installation Center (64-bit)
%SQL Server Management Studio
[ 501 server Profiler

CE 5L Server Windows NT - 64 Bit Al

a

Path: C:\Program Files\Microsoft SQL ServerMS50L

What are the risks of unblocking & program?

m

You can choose which network location types to add this program to.

[ Metwork location types... ] [ Add H Cancel ]

Fig.1.27 Browse

(13)The configuration is now complete. Start SQL Server Management Studio
and login.

Note: If you open SQL Server Management Studio before starting SQL Server and
SQL Server Browser, you need to shut it down and then restart it.
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Chapter II MonitorOnline Installation Procedures

2.1 MonitorOnline Installation

Double-click MonitorOnline.exe or MonitorOnline.msi of MonitorOnline.exe
folder to install MonitorOnline. Please proceed to the next step until the

installation is successful (see Fig.2.1)

Marme Date modified Type Size

2, MonitorOnline.exe 17.6.2017 8:33 Application 612 KB

ﬁ'ﬁj MonitorQnline.msi 17.6.2017 8:33 Windows Installer Package 13065 KB
Fig.2.1

Note: the Package Installer is subject to software in CD-ROMS.

The Shortcut is created after installing MonitorOnline, as shown in Fig.2.2.

Fig.2.2 MonitorOnline

2.2 Connect Database

Step 1: Double click Fig.2.2, Fig.2.3 will pop up, and click “OK” button,
the interface of database connection will pop up, as shown in Fig.2.4.

- L

h Please connect to the database!

‘ | QK | | Cancel

Fig.2.3 Connect Database
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-~

o5 Database connection l':' =] ﬁ]

IP addre=ss

Login name Sa

Login passward

Dlataba=e name MonitorOnline

Fig.2.4 Database Connection

Step 2 : Input IP address (Computer IP of installing database), Login name

( “sa” isonly available) and Login password ( password set when installing

the database) of database, and click “Test” button In Fig.2.4, if the

database is existent and the connection is successful, then the box of

database connection success will pop up, as shown in Fig.2.5. Please transfer

step 3. But if the database is non-existent and the connection is failed, then an

interface of establishing a database will pop up (see Fig.2.8). Please transfer

Step 5.

Step 3: Click “OK” button as shown in Fig.2.5, and back to Fig.2.4, click
“Confirm” button. Then MAC address verification interface will pop up, as

shown in Fig.2.6.
et e

l . Database connection success!
L

Ok

Fig.2.5

Step 4:Click “Confirm” buttonin Fig.2.6, if the device IP is online, then Login
interface will pop up (see Fig.2.7). Input correct login account and password
and click “Login” button, then “Sulbmit success” interface will pop up (see
Fig.2.10).

All Rights Reserved | FS.COM 2018 16



-

o5 MAC address verfication

Device IF address

192.163.1. 114

Confirm

e —

Fig.2.6 MAC address verification

g Login - . e X
ﬁ Fiberstore
FMT Optical Transport Network
| f=® Management System
|
|
|
| User name: None selected -
: Password: |
|
| | Legin | | aui
Fig.2.7 login

Step 5: Please click “OK” buttonin Fig.2.8, then the interface of database
configuration will pop up as shown in Fig.2.9.

A

. l! Database does not exist, please establish a database!

0K Cancel

Fig.2.8
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o-) Database configuration l':' [=] iE-_J

IF addre=s

Login name sa

Logzin password

Databa=se name Moni torOnline

Monitor count 100

Fig.2.9 Database configuration

Step 6: Input IP address (Computer IP of installing database), Login name (The
defaultis sa) and Login password ( password set when installing the database)of
database, and click “Create” button In Fig.2.9 to create a database, After
creating database, the interface of “Submit success” will pop up, as shown in

Fig.2.10.
e S|

I 1 Submit success!

Fig.2.10
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Click “OK”

button in Fig.2.10, Then the interface of database connection

will pop up, as shown in Fig.Z2.4.The other steps are the same as StepZ2.

Note: Both the initial login account and initial password of network

management software are admin.

2.3 MonitorOnline Interface Instruction

MonitorOnline interface is as shown in Fig.2.11.

B system & User A System Ay Alarm @ statistics (@ Data security 2 Help
Wk OBE 30 @0 @0 Lo
Network topology tree | Device topology |
juhan: "
Move [7] g B @ @ 150%
[pe—
i 4 ED B
H OLP22) —
H OE03(3)
sssss
Guang Gu st
|
=
= -
Buiding A == ]
Device statistics ”
Device nane | Comt  *
Online wnit 1
Online OLF 1
Online EDFA 1
Online 0ED 1
Harm unit 0 4
Current alarm management
Marm Tevel | Marn mit | AMern nane | Frent deseription | Marm sowce | Heppen time | Bvent stat
Conmen. event it [0F R generate power alarn |07 B2 gunerate pover dlarm |our2 | msmsia | | 1o hanar |‘J
e e | lowe e b L e n I I on I~
admin | 1921680220 | 2018-03-13 11:47:55

Fig.2.11 Fiberstore FMT Optical Transport Network Management System

MDMenu Bar:

®@Toolbar:

W . Add unit, by clicking the icon, we can add unit (see 3.1.4

Add Unit).

& : Delete unit, by clicking the icon, we can delete selected unit.
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I Edit unit, by clicking the icon, we can edit some information of unit.
. Add line card, by clicking the icon, we can add a line card to a unit.

& :Delete line card, by clicking the icon, we can delete a line card from a
unit.

. Edit line card, by clicking the icon, we can edit some information of a unit.

(=
:Exit system, by clicking the icon, we can close network management system.
0
:Lock system, by clicking the icon, we can lock the current user.
L B
. close/open alarm sound, by click the icon, we can close or open alarm
sound.

w0

:The number of emergency alarm.
@ 0

:The number of serious alarm.
0
:The number of general alarm.

Note: To add unit or delete unit, please select the service room where
the unit is.

@®Net Topology Tree:
See 5.1.

@Device Statistics

The numlbers of online units, alarm units, Offline units and line cards are
presented in real fime.

®View Display Area

Current alarm management interface, historical alarm management
interface, history interface, operation records interface and graphic topology
opened from menu bar are all presented in view display area.

® Topological map

Mowe

. After selecting the check box, we can drag a selected unit icon.
Drag

. After selecting the check box, we can drag all unit icons of the
topological map.

All Rights Reserved | FS.COM 2018 20



Hl : Save topological map, by clicking the icon, we can save the topological
map.

Q. Enlarge icon, by clicking the icon, we can enlarge all the icons of
topological map.

& : Shrink icon, by click the icon, we can shrink all the icons of topological
map.

@ Current alarm interface

We can confirm, delete, no need hand and view device for current alarm
information.

Explain: Current alarm interface only presents the top five. The levels of
alarm information are urgent, serious and general.

Status Bar:

(1)Presenting login account of current system.
(2)Presenting local IP.

(3)Presenting local time.

Chapter III System Configuration

Click “System Configuration” of menu bar (see Fig. 3.1), then the system
configuration interface will pop up. There are several operations in system

configuration, such as: add city, add room, add unit, edit and delete in Fig 3.2.

wig QAR f‘? -l . 8@ Add city Add room Add unit Edit Delete
N"‘- ;».,,(;:,:IJQQ‘“\ o B'
Lagend =-f% Data Center
| ] B8 Bank(192.168.1.110)
i B3 Building A(192.168.1.011)
- 0 o v o
[} g oLP22) !
s = =B 0E03(3)
M-w = =
Fig.3.1 Fiberstore FMT Optical Transport Fig.3.2 System configuration
Network Management System
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Explain: @ represent city; @ represent serviceroom; @ represent device
name; @ represent line card

3.1 Add City

Click “Add City” button in Fig.3.3 and “Edit City” interface will pop up(see
Fig.3.4). You can add city by inputting city code and city description in Fig.3.4.

Add city Add room Add unit Edit Delete

-
B@ Data Center
@l Bank(192.168.1.110)
-8B Building A{192.168.1.011)
- Guang Gu(192.168.1.111)
- E@ Minizturized EDFAT(1)
. EB OLP2(2)
L OEO33)

Fig.3.3 System configuration

r ™
Edit city [

City code *
City description *
Explain:

City code for 3 digit, can fill in the number of 000~
9991

Submit ] ’ Cloze

Fig.3.4 Edit city
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3.2 Add Room

Click “Add Room” buttonin Fig.3.5, then “Edit Room” interface will pop up
(see Fig.3.6). You can add room by inputting room code and room description

in Fig.3.6.
Add city Add room Add unit Edit Delete
=9
=-13 Data Center
- Bark(192.168.1.110)

Building A(192.168.1.011)
Guang Gu(192.168.1.111)
- EE Minigturized EDFAT(1)
..... 8 OLP2(2)
- E8 OE03(3)

Fig.3.5 System configuration

-
Edit room u

Belong city ix

Room code *

Foom description *
Explain:

Room code for 2 digit, can fill in the number of 00~99,
such as 02 !

Submit l ’ Close

Fig.3.6 Edit room
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3.3 Add Unit

Click “Add Unit ¢ buttonin Fig.3.7. It can only be added manually, and
differentiates between IP addresses. IP addresses can only be modified by
keys; and then aninterface of add unit will pop up (see Fig.3.8). You can
add unit by inputting basic information of unit in Fig.3.8. At the same time,
the software will refresh card number and card type of added unit.

| Addcity | Addroom | Addunit |  Edit | Delete |

=9
E-f@ Data Center
; . Bank(192.168.1.110)

Miniaturized EDFA1(1)
. H8 OLP2(2)

LEE 0E03(3)

Fig.3.7 System configuration

Unit info

IP address 192.1681.111

Unit description Building B

Belong city Wuhan-1

Connecting unit
E-C1@ Wuhan-1
=1t Data Center

--[C]80 Bank(192.168.1.110)
+-[C]&8 Building A{192.168.1.011)

D. Guang Gu(1592.168.1.111)

Fig.3.8 Edit unit
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3.4 Edit

You can edif informtion about city, room, unit and board card in Fig.3.9(take
board card for example).Click pre edited board and click “Edit “button as
shownin Fig.3.10, Then “Edit Board” interface will pop up (see Fig.3.11).

Add city Add room Add unit Edit Delete

=@

=-f3r Data Center

Bl Bark(192.168.1.110)
&l Building A(192.168.1.011)
E|- Guang Gu(152.168.1.111)
-8 Minigturized EDFAT(1)
.- EE OLP2(2)
-l OEO3(3)

Fig.3.9 System configuration

mEDGEE 80 ¢ o
gwd
L]
flnt
]
e e
m
|
L
ot

Carnet sl rasager

e led | ilus it K v Bt st s s Tapa tin

Casanl | DU (PR pemste iver dum iR paaris pore due

Fig.3.10 Fiberstore FMT Optical Transport Network Management System
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The Fig.3.11 is the interface of OEO edit board, and here you can modify basic

information, wavelength and rate of optical module.

e A

Boardype
Belong city Belong room Belong unit
Board deseription OEO3 Board code Belongslot |3 =

Port Al Wavelength nm Rate Gb/s Service notes

Port A2 Wavelength nm  Rate Gb/s Service notes

Port B1 Wavelength nm Rate Gb/s Service notes

Port B2 Wavelength nm Rate Gb/s Service notes

Port C1 Wavelength nm  Rate Gb/s Service notes

Port C2 Wavelength nm Rate Gb/s Service notes

Port D1 Wavelength nm Rate Gb/s Service notes

Fot D2  Wavelength nm  Rate Gb/s Service notes

’ Submit ] [ Close ] |

Fig.3.11 Edit board

The Fig.3.12is the interface of EDFA edit board, and here you can edit
basic information, Reference input value, Reference output value.

e I

Board information

Board type Minigturized EDFA~ +

- — oo

Board description Miniaturized EDFA1 Board code Belong slot 1 $
Topology infomation

Up even board: [None selected '] [None selected '] [None selected '] [None selected ']

Down even board: [None selected '] [None selected '] [None selected '] [None selected ']

Reference input value Reference output value

l Submit ] [ Close ] ‘
Fig.3.12 Edit board

Reference input value: The value is warning threshold of input for EDFA,
when input value is low than reference input value, the monitorOnline
software will have an early warning about input.

Reference output value: The value is warning threshold of output for EDFA,

when output value is low than reference input value, the monitorOnline
software will have an early warning about output.
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The Fig.3.13is the interface of OEO edit board, you can modify the board
information and topology information of the OLP board in Fig.3.13

Board information

oo N )

—_—
Belong oty Belon room Belongunt
Board description  OLP2 Board code Belongslot |2 s
Description of main rounte
Description of second rounte
Connect board [Nene selected | [None selected - [None selecied = [None selecied -]
TXEDFA [MNene selected =] [None selected ~| [ Mone selected | [None selected -
TIEDFA [MNene selected =] [None selected ~| [ Mone selected | [None selected -
T2EDFA lNona selected 'l [None selected v] [None selected v] lNona selected 'l
RXEDFA lNona selected 'l [None selected v] [None selected v] lNona selected 'l
RIEDFA [None selected | [None selected | [None selected | [Nene selected -
R2EDFA [None selected | [None selected | [None selected | [Nene selected -
l Submit I [ Close I |

3.5 Delete

You can delete city, room, unit and board card in Fig.3.14( take unit for

Fig.3.13 Edit board

example). Click pre deleted unit and pop up a dialog (see Fig.3.14). You can

delete unit by clicking “OK”

System configuration

Add city Add room Add unit Edit elete

ce
B Data Center
D Fank(152168.1.110)
80 Buiding A(152.168.1.011)
-8 Guang Gu(192.163.1.111)
B8 Vinisturized EDFAT(T)
53 OLP22)
- E8 DE03(3)

Fig.3.14 System configuration

Areyou sure you want to delete the selected information?

buttonin Fig.3.15.

(=]

oK

| | Cancel

Fig.3.15
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Chapter IV Software Security

4.1 User Management

Click “User Management” of menu barin Fig.4.1 , then an interface of user
management will pop up (see Fig.4.2). There are several operations in user
configuration, such as: add user, edit user, delete user and query user as
shown in Fig.4.2.

%) System & User 4 System Ay Alarm @ Statistics  (F Data security P Help
W EE OBE ®0 © ®0 @0 0o
Network topology free | Device topology |
=@ Wihenl .
S8 Dats Center Move [7] Dmg B @ @ 150%
=
& Buiding A Legend
cpETE
-3 Miiaturized ED [ ]
HB oLP2(2) Easrgency

E@ OE033)

Sericus
Guon General

Nermal

Buiking A = ]

Current alarm management

T e o T dmmom | ==mem

[wmwie | n \ \
ez | tmaeme it | | to handle |
! 13 2 omta 1117 I |

o |

i |
admin |192.168.0220 | 2018-03-13 114755

mitl OLF R g
Toro v -

Fig.4.1 Fiberstore FMT Optical Transport Network Management System

-
User management g

User query User operation

Login account il

User type Hone selected = Delete
Edit
1

User type | Login account | User name FPhone Pazzword

Administrator

Total| 1 | Pages 1 Totsl| 1 | Records Bvery page 30  Records

Fig.4.2 User Management
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4.1.1 Add User

Click “Add”

name and phone number in Fig.4.4.

buttonin Fig.4.1, then the interface of user adding will pop up
(see Fig.4.3). You can add user by choosing user type, login account, user

-
User management

User query

Login acceunt

User type

Hone selected =+

User operation

Add

User type Login account

Uzer name

Administrator

admin

admin

Fhone Fazzword

admin

Total[ 1 |Pages 1 Total| 1 | Records

Every page 30  Records

Fig.4.3 Usr management

-
User editing ﬁ
Uzer type Hone =electac v]*
Login account *
Paszword *

| User name *

I Fhone I
’ Confirm ’ Cancel ]

L

Fig.4.4 User editing

Note: User typesinclude administrators, operators, browsers and these
three user types have different permissions.

Administrators have all permissions; operators can not operate user
management and other permissions are available; viewers can only view;
customers can choose user type according to their needs
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4.1.2 Edit User

Click “Edit” buttonin Fig.4.5, then the interface of user editing will pop up (see
Fig.4.6).You can edit login account, user name and phone number in Fig.4.6.

-
User management u

User query User operation

Add

Login account

oo
Edit

User type | Login acecount | User name Fhone FPassword

Administrator

Total| 1 |Pages 1 Totsl| 1 | Records Every page 30  Records

Fig.4.5 User management

User editing g
User type Administrator v]*
Login account admin *
Pazsword admin *

| |

| User name admin *

I Phone 12345673921 I
[ Confirm ’ Cancel ]

b

Fig.4.6 User editing
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4.1.3 Delete User

Click “Delete” buttonin Fig.4.7, then a dialog will pop up (see Fig. 4.8)
and click “ Ok” button to delete user.

-

User management ===
[

Are you sure you want to delete the selected information?

| ok || Cancel

T 1 | : a1 tecois

Fig.4.7 User management Fig.4.8

Explain: The user of login account is admin that cannot be deleted and
modified.

4.1.4 Query User

You can query user in Fig4.9 and the query condition includes:
(1) User information: Input a login account and can see all information
included by login account by clicking “Query” button.

(2) User type: Click “User type” (see Fig.4.9) to view user information
by selecting administrator, operator, browser.

User management @
User query User operation
Login account aa
st

| Total Pages 1 Total Records Every page 30 Records

Fig.4.9 User management
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4.2 System Management

System management menu items include modify password, switch user,
locking system, setting interval time of record, exit(see Fig.4.10).

] -

B System management | . User managemer

Maodify password

Switch user

Locking system polog
Setting interval time of record Drag
Exit

THEEDFAT (1)

L EE RRINMM

Fig.4.10 Fiberstore FMT Optical Transport Network Management System
4.2.1 Modify Password

Click “Modify password” in Fig.4.11, then a box of change password will pop up
(see Fig.4.12). Type original password and new password to change current user
password by clicking “submit” button.

Change password @
Login account admin
B System management | (i User managerr
Madify password IUser name admin
Switch user —
) ol Old password -
Locking system
Setting interval time of record I Mew password -
Exit
TTESEDFAT (1) Corfirm new password -
- E8 R/B10(10)
| Confim || cancel |
Fig.4.11 Fiberstore FMT Optical
Transport Network .
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4.2.2 Switch User

Click “Switch user” in Fig.4.13, then an interface of switch user will pop
up (see Fig.4.14). Type another login account and password to switch
login account by clicking “Login” button.

¥ System management | oiy User management
Modify password b

. Switch user

Locking system ology
Setting interval time of record Drag
Exit

= S ELOF AT (71

- EE R/E10(10)

Fig.4.13 Fiberstore FMT Optical Transport Network Management System

= Login - ™ ]

h Fiberstore
FMT Optical Transport Network

f=o Management System

User name: MNone selected -

Password: |

[ togn | [ ocut |

Fig.4.14 Login
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4.2.3 Locking System

Click “Locking system” in Fig.4.15, then an interface of locking system
will pop up(see Fig.4.16). Type used login account and password to
unlock the system and login again.

- - -_—

¥ | System management Ejl_.lser management  #

Modify password b

Switch user

Locking system pology l
Setting interval time of record Iraz
Exit

E R

Fig.4.15 Fiberstore FMT Opfical Transport Network Management System

= Login . R— et

n Fiberstore
FMT Optical Transport Network

= Management System

User name: admin

Password:

[ Legin | [ aqut

Fig.4.16 Login
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4.2.4 Setting Interval Time of Record

Click “Setfing inferval fime of record” in Fig.4.17, then an interface of
Setting interval time of record will pop up (see Fig.4.18). You can set
interval fime of EDFA, OLP,OEQO in Fig4.18.

¥ System management | oiy User managem
Modify password b

| Switch user -
a0 le

Locking system

Setting interval time of record Dr

Exit

Fig.4.17 Fiberstore FMT Optical Transport Network Management System

i -
Setting interval time of recard l&]
EDFiRecord inter (B0 % Seconds
Submit ] [ Claze l
- [

Fig.4.18 Setting interval time of record

4.2.5 Exit system

Click “Exit” inFig.4.19, then you can exit current system.

¥ | System management |,::'|, User management

Modify password

Switch user
Locking system bology
Setting interval time of record Iraz [

Exit
CEFEIFATCO

Fig.4.19 Fiberstore FMT Optical Transport Network Management System
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4.3 Data Security

Data security: The database can be imported and exported (Note
that the export path can not be in the C drive).

P S — v T—— A N T o=
¥ system & User 2 System i, Alarm @ statistics  (F Datasecurity ‘F Help
wEr OBE 6 © @0 @0 o
Network topology tree | | Device topology |
=@ Wuhan-1 F "
(8 DataCenter vove [7] Dy £ @ @ 150%
@ Bank
{8 Buiding A ezl
=9
8 Miiatuized ED [ ]
L OLP2Y) e
B 0E03(3) o
Guang Gu
= -
v
- Bulding A e ]
Device statistics ”
Devics nams | Comnt
Online unit 1
Online OLP 1
Online EDFA 1
Online OEO 1
Alarn unit o L
Current alarm management
Alarm unit Mlarm souree Happen time confirm time Event state
it 1 ez 13.3.2018 1117 Mo hendle |
admin |192168.0.220 | 2018-03-1311:47:55

Fig.4.20 Fiberstore FMT Optical Transport Network Management System

Chapter V System Monitoring
5.1 Network Management Card

NMU pA p2 UM

Fig.5.1

A:P1 and P2 are working indicators of the power ; RUN is a running
indicator of the main conftrol card ;

B: Liquid crystal display (LCD) : Some parameters of the main control
card and the daughter card can be viewed on it;
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C:Keys’ conftrol areq;

Panel keys description

Table 4-1 Panel keys description

Definition | key Description

A Scroll Up key The key is used to change the menu or data up

v Scroll down | The key is used to change the menu or data down
Key

Scroll Right key | The key is used to move the cursor right when in
modification state

< Scroll left key The key is used to move the cursor left when in
modification state

@ OK Confirm Key, the key is used to enter into the
submenu or confirm the modification

Enter this key to modify

\@ Esc Quit Key, the key is used to exit the current menu
level or to exit the modification state

D:F1 & F2 indicators are status indicators of SFP connectors which are
mainly used for chassis management in a long distance;

E: RJ45 connectors are mainly used for chassis management and the
program upgrade of the main control card.

F: Programming port for internal use.

5. 2 Network Topology Tree

In each newly created database, the initial login management must
establish the network topology tree to monitor the device at first. The
database does not delete the network topology tree but keeps
recording it. Network topology free on the left of main interface (see
Fig.5.2). You can see all cities, rooms, units and the type and amount of
each network management. Double click the card icon to enter the
chassis monitoring interface (see Fig.5.4).
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Metwork topology tree

EIH Al
C-f8 BB
=8 KK
- E8 OLFS (5)
- EE) 0LFG (B)

Fig.5.2

5.3 Equipment Topology

Equipment topology is in view display area of main interface(see Fig.5.3). You
can see all state of equipment. Double click unit icon of equipment topology to
open an interface of chassis monitoring interface (see OEO monitoring interface
in Fig.5.4).

!/ |

Fig.5.3 Equipment topology
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»
A
[ eoa Slot3
- = | . ®rm @ ewmr _ ~
emet . &
n on
Menitor Tnfo | Topology information | Basie information|
Up even bowrd: Down even board
Pumpl Pump?
Gain  0.00 4p Module temperature 32.1 T
Punpl electricity 00wk Punp2 electricity nh
Pumpl power 0.00  dBm Pump2 power dBm
Supply voltage .72 ¥ Korl model AGC o mE
Funpl temperature &0 T Fump? temperature ©
Tnput power -50.00 dBn Output Porer 5000 g  Tompl eocling electricity S3.0 nA  Punp? cosling electricity nh
Upper pumpl temperature  30.0 T Upper pump? temperature ©
Low input power —31.00 gpp Low output power  ~5.00 dBn  Low pumpl temperature 0.0 T Low punp? temperature C
Upper module temperature T0.0 °C
Input warning threshold dBm  ODutput warning thresheld S I Ly el formrtio 5.0 T
Gain adjustment 27.50 Dutput power adjustment Punpl state Open Funp? state

Fig.5.4

You can see monitor information, topology information, basic information of
EDFA in Fig 5.4.

Description of EDFA's main parameters:

Input power&Output power: Real-fime monitoring can be realized;

Gain adjustment: Adjustment range between = 3db;

Output adjustment: AGC mode is default;

Lower limit value of input and upper limit value of output: Adjust according
to the demand.

Pump: Pump?2 of the mid-stage EDFA also has monitoring parameters.

OEO card:

Double-click OEO board, then pop up an interface of board monitoring (see
Fig.5.5). You can see monitor information, topology information, basic
information of OEO in Fig 5.5.

Note: When set up the light control mode of OEO will be a certain delay, this
is caused by a large amount of data of OEO.

» ’ —

192.168.1.140AA — — | — —

Ny oo o2 Sletl

o pwn AL AZ BL B2 c1 cz DL =
@ AR e @

©) +

Wonitor Info |Topology infermation | Basic informstion

Working parameters AL a2 B1 32 [ c2 n 12
Wavelength 1591 1310 an
Transnission distene  80.00 20,00 n
TInput power -50.00 -40.00 dBn
Output Power -8.14 =.13 B
Module temperature 31.78 10.30 ©
Eate 2.50 1.25 Gf=
|l | Service nates
Control mode Open Open Ho zelecte o select Ho selecte Ho zelect o select o selecte
Horke model Loophack m Loopback n Ho select, Fo select, Ho selecte Ho select, o select o selecte
Input alarm threshel
| set set t 13 set t t set
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Chapter VI Alarm Management

Alarm management: Device alarm query and alarm type configuration.

6.1 Current Alarm Management

The alarm management of menu bar includes current alarm management,
historical alarm management, alarm configuration. The interface of current
alarm management is as shown in Fig.é.1.

Device topology  Current alarm managemer

Confirm alarm Clear alarm = No need handle

Marm Level Alarm name Event description Alarm source Happen time confirm time Event state

Fig.6.1 Device topology

Explain: Current alarm information must be confirmed before be cleared.
Current alarm information that have been cleared will be moved to
historical alarm management.

The current alarm management interface contains a confirm alarm, clear
alarm, no need handle, and right-clicking the selected current alarm, also
can realize confirm alarm, clear alarm , no need handle as well as view
device.

Confirm alarm: Confirm the selected current alarm information

Clear alarm: Clear the selected current alarm information and transfer it fo
the historical alarm.

no need handle: Send unprocessed alarm information to historical alarm.

view device: jump directly to the alarm device.
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| )

# System

A Alarm

KD

@ Statistics

WF Data security ‘2 Help

@0 @o 0

Device topology  Current alarm managemer: |

Confirm alarm

Clear alarm No need handle

Marn Level

Mlarm nane

Event description

Marm source

Happen tine

confirm time

Event state

Confirm alarm
Clear alarm

No need handle

View device

Fig.6.2 Device topology

6.2 Historical Alarm Management

The interface of historical alarm management is as shown in Fig.6.3.

Device topology History alan |

Reated Device Aam name Recordtime 20180123 [H+ - 20180131 [+ Query Export Clear
Mearn Level | Mlarm unit Karn name Event description Marn source Happen time confivn tine | Clear tine vent state |

1 t. e
2 Conmon event i OLP B2 gemerste power slarm OLP B2 gemerate power slarm oLpz 31 tanmiluuts 2016 16:58:41 Ho handle
3 Conmon event i OLF RI gemerate power alarm OLF K1 gemerate power alarm LFz 31 tanmilowts 2018 18:58:41 Ho handle
4 Conmeon event a0 EDFA output elarm IDFA output alem Miniaturized EDFA3 |31, tanniluute 2018 16:58:33 Ho handle
5 Conmon event i EDFA input slarm EDFA input alarm Miniaturized EIFA3 |31, tanmilaats 2018 18:56:33 Ho handle
3 Conmon event i Device online Tevice online a0 31 tanmilomts 2018 16:58:32 Ho handle
7 Conmeon event a0 Device drepped Device dropped a0 31 tanniluute 2018 12:27:52 Ho handle
8 Conmon event i Optical module A2 is pulled ont Optical module A2 is pulled mut 0EDL 31 tanmilouts 2016 12:27:08 Ho handle
9 Conmon event i Optical module Al is pulled ont Optical module Al is pulled sut 0EDL 31 tanmilomta 2018 12:27:08 Mo handle |
10 | Comnon event a0 Optical medule Cl is pulled out Optical module C1 is pulled sut 0E0L 31 tannikuute 2018 12:27:00 Ho handle
11 | Comnon event i Optical medule C2 is pulled ont Optical module C2 is pulled mut 0EDL 31 tanmilots 2016 12:27:00 Ho handle
12 | Comnon event i OLP B2 gemerate poner elarm OLP B2 gemerate poner alarm OLP4 31 tanmiloute 2016 12:25:48 Ho handle
13| Comnon event a0 OLP RI gemerste power alarm OLP RI generate power alarm OLP4 31 tannikuute 2018 12:25:48 Ho handle
14 | Comnon event i OLP TX gemerste power =larm OLP TX gemerate power slarm oLpz 31 tanmiluuts 2016 12:25:41 Ho handle
15 | Comnon event i Optical medule AZ of DE gemerate input alarm |Opticel module AZ of OBD gemerate imput alerm |DEOL 31 tanmiloute 2016 12:23:29 Ho handle
16 | Comnon event a0 Optical meduls Al of DEQ gemerats imput alarm [Optizal moduls Al of OBD gemsrate imput slarm |DEOL 3. tanmiluuts 2018 12:23:29 Ho handle
17 | Comnon event i OLP B2 gemerste power slarm OLP B2 gemerate power slarm oLpz 31 tanmilots 2016 12:23:29 Ho handle |~
18 | Comnon event i OLP RI gemerate poner elarm OLP R1 gemerate power alarm Lpz 31 tanmiloute 2016 12:23:29 Ho handle
19 | Common event a0 OLE T gemerate power alarm OLE T gemerate power alarm OLP4 3. tanmiluuts 2018 12:23:28 Ho handle
20 | Common event i R1 change threshold of OIF is set 1 change thresheld of OLP is set OLP4 31 tenmilomte 2016 12:21:19 Ho handle
21 | Comnon event i B2 change threshold of OIF is set B2 change threshold of OLP is set OLP4 31 tanmiluate 2016 12:19:51 Ho handle
22 | Common event a0 Ri change thresheld of OLF is set Kl change threshold of OLF is set OLP4 3. tanmiluts 2018 12:19:41 Ho handle
23 | Comnon event i hutonatic back delay time of OLP is set hutomatic back delay time of OLF is set Lpz 31 tenmilomta 2016 12:19:00 Ho handle |~

PagesE 1

Total 3

Total 75 Records

Everypsge 30 Records

Fig.6.3 History

alarm

You can query, clear and export historical alarm information. The
explanation of query condition includes:

(1)Related equipment: Enter the name of the associated device and click

query button, then you can see all the alarm information related to query

(see Fig.6.4).
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Device topology History alanX

Related Device amname [Deviceonine | Recoutme 2080131 [+ - 2180131 [+ | uey | Bwpor | clear

| Mlarm mit  Alarn nane

|Evenl - ‘Alarm J— ‘ [r—— A e |Elear e ‘ Event state

2 C ent, oo Device online = enline 0 31, tammiloouta 2018 12:10:57 Ho handle

3 Common even! t | oo ‘Devxce online Device online ‘UD ‘31 tammiloouta 2018 11.57.55 | ‘ Ho handle

Total 1 FagesE 1] Total 3 Records Every page 30 Records
Fig.6.4 History alarm

(2) Alarm name: Click the name of the alarm, select an alarm type (as
shown in Figure 6.5), and click the Query button to display all the alarm
information of the selected alarm name.

| quey | Bpor | clesr

eeeeee

Tad 1 Pages v Total 3 Records Eveypage 3 Records

Fig.6.5 History alarm

(3)Record time: Choose start date and end date and click query button,
then you can see all alarm information of selected period (see Fig.6.6).
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Device topoloay History alanx

Relsted Device Mamname (Noneselected | Recoritme |[EMEATAT Oy |- 01WAU31 @+ Query Export Clear

Alarm level Alarm unit Alarm name Event deseription Alarm sonrece Happen time confirm time Clear time Event state
1 Common swent 0o OLP TH generate power alarm OLP TH gemerste power alarm OLPZ 31, tammilouta 2018 18:58:41 Ho handle
2 Common event [l OLP 2 generate power alarn OLP K2 gemerate power olarn OLEZ 3L tenniluuta 2016 18:58:41 %o hendle
3 Commen event oo OLP Rl generate power alarm OLP Rl generate power alarm OLF2 31, tammiluta 2018 18:58:41 ¥o handle
4 Commen ewent oo EDFA output alarm EDFA output alarm Miniaturized EOFAS 31. tammiluuta 2018 18:58:33 Ho handle
5 Conmen event a0 EIFA input alwrn EIFh input alarm Miniaturized EIFAS 31, tanmiluuta 2018 18:58:33 W hendle
B
7 Commen event oo Device dropped Device dropped oo 31, tammilouta 2018 12:27:52 Ho handle
8 Commen event oo Optical module AZ is pulled out Optical module AZ is pulled out OEOL 31, tammilnmuta 2018 12:27:08 o handle
9 Commen ewent oo Optical module Al iz pulled out Optical module Al iz pulled out DEOL 31, tammilouta 2018 12:27:08 ¥No handle
10 | Common event a0 Optical module Cf iz pulled out Optical moduls £ is pulled out EDL 3. tenmiluuta 2016 12:27:00 o hendle
n Commen event oo Optical module CZ is pulled out Optical module C2 is pulled out OEOL 31, tammilnmuta 2018 12:27:00 o handle
12 Commen ewent oo OLP R2 generate power alarm OLP R2 generate power alarm OLF4 31, tammilouta 2018 12:25:48 o handle | |
13| Common event [l OLF &I generate power slarm OLF Ei gemerate power alarn OLP4 3L tanmilouta 2018 12:25:48 o hendle
14 Common event 0o OLP TH generate power alarm OLP TH gemerate power alarm OLPZ 31, tammilouta 2018 12:25:41 Ho handle
15 Commen event oo Optical module A? of UED generate input alarm Optieal module A? of DED generate input alarm DEO! 31, tammilouta 2018 12:23:29 Ho handle
16 Commen event oo Optical module Al of UEQ zemerate input alarm Optical module Al of OEQ gzenerate input alarm OEOL 31, tammilomta 2018 12:23:29 o handle
17 Conmon swent 0o OLP R2 generate power alarm OLP B2 gemerate power alarm OLPZ 31, tammiluta 2018 12:23:29 Ho handle
18 Commen event. o0 OLP ki generate power alarm OLP Rl generate power alarm OLFZ 31, tammilouta 2018 12:23:29 ¥o handle
19 Commen event oo OLF TX generate power alarm OLF TX generate power alarm OLF4 31, tammilnmuta 2018 12:23:28 o handle i
Total 3 PagesE 1 Total 75 Records Eveypage 20 Records

Fig.6.6 History alarm

6.3 Alarm Configuration

Choose event level of every event type and click submit button in Figé.7,
then you can configure event level of every event type and choose event
level of email pushing.

-
Alarm configuration g

Event type -

m

Dewice online

B restors factory default configuration

MY spen key

MU close key

MU open buzzer
MU close buzzer

MU open fan control switch

@ m | a|m| ;e we

MU close fan control switch
10 MU open fan
11 MU close fan

12 MU open powerl

13 WMV open power2 o

[l i

Email pushing

[7] Common ewent

Genersl event | | Serious event | | Emergency event

Fig.6.7 Alarm configuration
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Chapter VII Statistics

Statistics: Record the historical data of the equipment card. When the line
encounters problems, you can check statistics to figure out the failure time and
cause of failure quickly. Statistics in the sub-menu only contain four types of
products : OEO, EDFA, mid-stage EDFA, OLP.

7.1 History

The statistics menu includes history sub-menu and operation record sub-
menu. The history interface of EDFA is as shown in Fig.7.1.

Device topoloay| History alarm History recard of €0 ]

City name  |Boom name | Related Device | IP address | Board deseription | Input power | Output Pewer | Punp electricity | Pump temperaturs | Punp pewer | Caoling el

e

Start time

Day 2018/01/31 (=44
Hour 0
Minute |0

Seconds 0

End ime
Dy EEMAT @
Hour [0
Minute 0

Seconds 0

—.

d 1L b Guery Bxport Clear
Total 0 Pagas:E 0 Total 0 Records Eveypage 3 Records ‘

Fig.7.1 History Record

You can query, export and clear history in Fig.7.1. The query condifion
includes:

(1) Entfer the name of the relevant device, and then clicking the query
button will check out the related history.

Device topology| History alarm History record meox\

City name | Room name | Related Dewice | IP address | Board description | Input power | Output Power | Pump electricity  |Punp temperature  |Pump power | Cooling el:
Related Device ~ |None selected v

Start time

Day  2018/01/31 [Eh
Hour 0
Minute |0

Seconds 0

Endtime

Dy MBI @

“ i
Total 0 FEQESE o Total 0 Records Everypage 30  Records |

Fig.7.2 History Record
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(2)Record time: Choose start date and end date and click query button,
then you can see all history of selected period (see Fig.7.3).

Device topology| Histary alam | "™ 215 ¥ operation reco |

Relsted Device Record time 2018/01/31 @3- - 208003 [03 Query Export Clear

I [ [ [ [ — Related Davice (e

Total 0 Page:E o Totd 0 Records Eveypage 30  Records

Fig.7.3 Operation record

7.2 Operation Record

The operation record interface of EDFA is as shown in Fig.7.4. You can query
operation record according to associated equipment and record time. At
the same time, you can export, query and clear operation record.

Device topology| Historyalarm| ™2\ =" " Gperation remx|
Related Devics Record time HmEo/o B - 2018031 G- Query Export Clear
| Related Deviee Operator | %
1 sdnin
2 31 18 admin
3 31, tammilmuta 2018 12:21:19 El change thresheld of OLF is set admin
4 31, tanmilmuta 2018 12:19:51 E2 change threshold of OLP is set admin
5 31, tanmilmuta 2018 12:19:41 El change threshold of OLP is set admin
1] 31, tenmilmuta 2018 12:19:00 ime of OLP is cet oo admin
7 3L, tams mta 2018 12:18:39 ime of OLP is set oo admin
8 3. taw wmta 2015 12:15:07 ime of OLP is set adnin
9 31, tanmilmuta 2018 12:16:17 ime of OLP iz set oo admin
10 3. tanmilwats 2015 12:11:23 Light emitting centrol way of 0EQ module Cl is set to open Ll adnin
n 31, tanmilmuta 2018 12:10:30 User login admin
12 3L, tamnmilwata 2018 12:10:02 User exit admin
12 31, tanmilmuta 2018 12:01:41 #dd board admin
14 31, tammiluata 2013 115759 Add beard oo admin
15 31, tanmilmuta 2018 11:57:55 #dd board oo admin
16 31, tammilmuta 2018 11:57:55 Add board oo admin
17 31, tanmilmuta 2018 11:57:48 Add unit admin I
18 31, tanmilmuta 2018 11:57:28 Delete unit admin
15 31, tenmilmuta 2018 11:58:57 Add room admin
Total 1 Pages E 1 Total 22 Records Eveypage 30 Records

Fig.7.4 Operationrecord
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Chapter VIII SNMPvl
8.1 About SNMPv1

SNMP Protocol Preferences
SNMP protocol version

(®) SNMPv 1 () SNMPw 2c ()sNMPY3 USM () SNMPw3 TSM

General SMMPv3 USM security

Read community

||:|ubliu: ~ |

Set community

||:|rivate ~ |
Timeout [s] Load user profie...
Retransmits SHMPy3 TSM security
Transport uop ~
Port number 161 R
Get-Bulk settings

Use Get-Bulk

100

Edit user...

Edit...

Cancel

*

Fig.8.1 SNMP Protocol Preferences

Note: The default version is SNMPv1. The others can be customized to

meet different demands.

Read community and Set community are both read through Simple
Management Tool. Before using the SNMP, we need to check whether

these two values are set by default.

For reading data, the value of Read community must be correct; for
modifying data, the value of Set community must be correct. And if you
want to modify this default value, it can only be modified through Simple

Management Tool.
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