How to keep you and your family safe on the Internet

- a guide for the non-technical!

1. How to easily and effectively control what the computer(s) in your house can access online
WITHOUT having to install and configure software on each desktop and laptop.

2. How to easily protect yourself against identity theft, phishing scams and other internet
criminality.

3. Viruses and Malware - best and most economical ways of protecting your computers and what
to do when the worst happens (because it will!)

4. Easy and effective backup solutions that don't depend on you remembering to make copies.

Phil Crawley

phil@threeboys.co.uk
http://www.threeboys.co.uk/phil
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Some terminology;
“Server”

e A computer out on the Internet that remains on 24-7 waiting for other computers to make use of its services.
Web server, email server, streaming video server etc. Probably lives in a data centre.

“Client”

e Your computer! Might be a Windows PC, a Mac, a Linux computer, Xbox360, smart phone, tablet etc.

To make things confusing the software that runs on a server is sometimes referred to as ‘the server’ and the
software on your PC is sometimes called ‘client software’ - your email programme, your web-browser etc.

“I.P. Address”
e Although hidden from you this is like your computer’s ‘phone number when you're on the Internet
“D.N.S. aka Domain Name System”

e The way a domain name (like www.youtube.com) gets turned into an IP address that computers deal with.
Your ISP has a DNS server that does that hard work for you.

“ISP”

e Internet Service Provider - the company who provides your connection, could be Virgin, BT, TalkTalk or
many others.
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Some history;

Phone Line

The internat

Computer

0

N
I NN,

AR S

82.53.67.123

Party like its 1999...!
¢ Computer turned on for half an hour in the evening to check email
¢ Slow analogue modem used to make the connection

¢ One computer connected to the Internet occasionally
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How things are today; (a bit like a ‘phone exchange in an office)

192.168.0.2
192.168.0.1 - 82.53.67.123
The internet
192.168.0.3
Imternet Service Provider (I5P)
192.168.0.4
e Computers left switched on often
4 e Fast broadband connection
{ ’\ﬂ
i\ Y e Several devices use the internet simultaneously
ST imaes.ens

BluRay player, iPhone, Blackberry, Fridge(really!) etc, etc....
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How to easily and effectively control what the computer(s) in your house can
access online WITHOUT having to install and configure software on each desktop

and laptop.

Why would we want to control this?
e All of human life is online.
e Violent, obscene & hate filled content is readily available.
e There are times when Instant Messenger and certain web sites distract from homework etc.

e Hackers and other ne’er-do-wells rely on the same underlying technology for villainy.

Why not just run some software on my PC?
e What about all the devices that don’t run Windows?
e It relies on you having access to each machine

e Kids are clever!
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So, for best protection it’s best to extract it from your network and have it on your router

or even totally outside, upstream.
Three methods;

1. Your ISP may offer protection, if so turn it on — The very easy option

TalkTalk HomeSafe

Outside your network so it doesn’t suffer from

HomeSafe is built into our network and protects
every device that uses your TalkTalk Broadband 1.

e The kids figuring out how to

TalkTalk | ‘ Help stop vim@ before the\‘r reach your fror_n door. : o ] disable it!
HomeSafe  \/ Help prevent distractions during homework time  §

/ Help protect your kids from seeing inappropriate websites

e Friends bringing around their
There's nothing to download or update and it won't slow down your 3 |

internet connection. It's simple to set up, just use the buttons below to IT S FREE.
switch it on and off.

laptops and getting past it.

e Other machines (iPhones etc)

Kids Safe @ Homework Time @ Virus Alerts @
() OFF: No website @ OFF: No website ) OFF: No website are also protected even lf you
restrictions . R restrictions- B restrictions - haven,t loaded Your ﬁltering
@ ON: Help protect your kids ) ON: Seta time limit to ® ON: Block websites
from inappropriate block social networking infected with viruses Software onto them
websites and gaming websites :

4:30 pm to 6:00 pm
Monday to Sunday

Edit settings Edit settings
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OpenDNS - The moderately easy, but more powerful option

e The Domain Name System allows your computer to convert the hard-to-remember IP addresses that
the Internet really runs on to and from the easy-to-remember names people use.

e It does this by asking your ISP every time you use a domain name (e.g. www.bbc.co.uk) to turn it
into the necessary IP address.

e What if you could use another DNS provider that only returned sensible IP addresses for websites and
other Internet services you wanted accessible in your network.

& This domain is blocked.

Sorry, www.playboy.com has been blocked by your network
administrator.

Contact your network administrator
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OpenDNS works by replacing your ISP’s DNS server with its own servers and from then on all DNS look-ups by
ANY of the computers (or other machines) on your home network is done by OpenDNS rather than your ISP.

Settings for: Home Cable (78.145.26.96) j  Add/manage netw

Web Content Filtering Web Content Flhﬂ"g
Security
Customization Choose your filtering level
Stats and Logs
Advanced Settings () High Protects against all adult-related sites, illegal activity, social
networking sites, video sharing sites, and general time-wasters.
Users can cmm 26 categories in this group - View - Customize
Your users can contact you (O Moderate Protects against all adult-related sites and illegal activity.
cifectly jrom th?ﬁ black Ipage it 13 categories in this group - View - Customize
they have questions. It'll show
up as an email in your inbox. © Low Protects against pornography.
4 categories in this group - View - Customize
Note about DNS forwarding )
If you are forwarding requests O None Nothing blocked.
to OpenDNS, domain blocking ® Custom Choose the categories you want to block.
may not work properly if the
domain.smddressiainyoun O Academic Fraud 0 Adult Themes & Adware
forwarder's cache. S
[ Alcohol [ Auctions [ Automotive
Check a domain =] (] Business Services [ Chat
Bl it whekhee b st e Sl ] See
blocked, and why. B g Dating E
e 0
Support Articles B E =) 8 FE
[] Financial institutions ] Forums/Message boards @ Gambling
U Games [J German Youth Protection [] Government
™ Hate/Discrimination O Health O Humor
[ Instant messaging [l Jobs/Employment [ Lingerie/Bikini
O Movies a 0 News/Media
. Non-profits o N 0 P2p/Fi
[ Parked Domains [ Photo sharing [ Podcasts
8 ] # Pornography a
™ Proxy/Anonymizer 8 ] Religious
[ Research/Reference [ Search engines ¥ Sexuality
U Sodial networking 0 Software/Technology 0 Sports
M Tasteless L Television ™ Tobacco
O Travel O O wvi search engines
U Weapons 0 Webmail
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How do I get hooked up with OpenDNS?

Sign up for a free account at www.opendns. com

UIJBI‘IDNS basic

You're just three steps away from a safer, faster, smarter
and more reliable Internet — for free!

1. Sign in or create account — 2. Change your settings -+ 3. Customize your account

A faster Internet

Websites will load faster, and with OpenDNS' 100% up-time, you won't have
to worry about unreachable websites and DNS outages from your ISP,
Learn more

Robust Web content filtering

With ower 50 custoemizable filtering categories, OpenDNS Web content
filtering keeps parents in control of what websites children visit at home.
Learn more

Phishing protection

OpenDNS blocks phishing websites that try to steal yvour identity and login
information by pretending to be a legitimate website. Surf the Web with
confidence.

Learn more

Create a free account

Already have an account? 5ign in.

Email:

Confirm Email:

Password:

Confirm Password:

Where did you hear about OpenDNS?

[ - Select — 3

Where will you use this account?

[ - Select — 4

P ——
|, Continue )
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Change the setting on your router to use OpenDNS rather than your ISP

Tools
Ping LAN
Trace
Wireless Survey Router IP Address 10.100.100.8
WOL Subnet Mask 555.255.255.0
Basic Static DNS 208.67.222.222
Metwork
Identification 208.67.220.220

This is the hardest part of the process and you may need to read the manual that came with your router.

Essentially changing settings on your router is done via your web browser (Internet Explorer, Firefox, Safari) by

using the router’s [P address, typically;
http://192.168.0.1

When you get into the router’s configuration page you need to change the DNS server settings from ‘assigned by
service provider’ (or something like that) to;

208.67.222.222
208.67.220.220

You may need to get a geeky friend in for this step, but it'll take five minutes and is very worth it.
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Download the OpenDNS Updater

We recommend that yvou use our client-side software
https://www.opendns.com/dashboard/support to keep your dynamic IP updated for your network.

On one computer you'll need to install the OpenDNS updater

Once it’'s downloaded and installed set it up using the details A windows Client ‘, Mac Client

you signed up with;

This is the Mac version, but the Windows one is much the same. From then on it’ll run quietly in the background
whenever your machine is switched on. It’s needed because ISPs change your IP address occasionally.

CRA OpenDNS Updater A0 OpenDNS Updater
Email: phil@threeboys.co.uk OpenDNS account
phil@threeboys.co.uk ':: Change account 3
Password: -----u|
MNetwork to update
{ Quit ) (" Login )
@ b LA WL Home Cable (' Change network )
A
IP address IP address
invalid 78.145.26.96
Using OpenDN5? Using OpenDNS?
invalid Yes
Last updated Last updated
invalid ;i Update now :; Less than a minute ago. 'i Update now }
@ E Send dynamic IP updates @ E Send dynamic IP updates
~ A
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2. Upgrade your router — The top-geek but very powerful option !
¢ You probably have a router provided by your ISP or maybe you bought a better one — with WiFi
e The router allows you to connect many devices to the internet

e The router is in fact a small computer that manages your network

Like any computer the router can have new software loaded into it. The software that allows us to filter and

control the network as we want is called Tomato Firmware. http://www.polarcloud.com/tomato

Tomato

Version 1.23

Status Access Restriction Overview
Overview
Disvica st Description 4 Schedule
Logs Bed time! g_'g[']' tM%r_'ég hiegad, T
Bandwidth M : ) Wed. Th
: on, Tue, , Thu
Real-Time Getting ready for school 7:00 to 7-30
Last 24 Hours
) . Sun, Mon, Tue, Wed, Thu
Daily James bedtime 21:30 to 6:30 (the following day)
Weekly Minecraft Mon, Tue, Wed, Thu
Monthly Sun, Mon, Tue, Wed, Thu
Tools Steam games 17:30 to 15:30 (the following day)
Ping Mon, Tue, Wed, Thu
Trace i 17:30 to 20:00
Wireless Survey Fri. Sat

oL w/e bedtime 1:00 to 8:00

! . Mon, Tue, Wed, Thu, Fri
opie wireless off overnight 0:00 to 545

Advanced
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So can I run this on my Internet router?
Only some routers can have Tomato loaded onto them;

= Linksys WRT54GL v1.x, WRT54G v1-v4, WRT54GS vi-v4, WRTSL54GS (no USB support)

* Buffalo WHR-G545, WHR-HP-G54, WZR-G54, WBR2-G54, WBR-G54, WZR-HP-G54, WZR-R5-G54, WZR-RS5-G54HP, WVR-G54-NF, WHR2-A54-G54, WHR3-AG54
= Asus WL520GU (no USB support), WL500G Premium (no USB support), WL500GE

= Sparklan WX6615GT, Fuji RT390W, Microsoft MN-700

However - if yours isn’t in there no worries; eBay is your friend. Most of these can be picked up for around £25, and
even if you don’t fancy rolling up your sleeves to load in Tomato to the device lots of people sell them upgraded.

ASUS Wireless Router \ Toprted =BuyhtNow £35.42 Free eBa)’ search done on 16/ 09/ 2011

WL-520GU Enhanced | Sl
TOMATO installed

Tomato Fi 1.28.1815(06/
2‘;23&)} irmware v £35.42

From Taiwan

LINKSYS WRT54GS Wirless G 3 Bids £2.20 +£5.00 2h 41m EZ.ZO +£5.0o p&p

Speedbooster Router Ver 6
DD-...

ASUS Wireless Router ZBuy it Now £36.99 Free
WL-520GU Enhanced

TOMATO installed
Tomato Firmware v1.28.1815(06/ £36 * 99
27/2010)

From Taiwan

*Wireless Router BM 32M ZBuylt Now £31.00 +£3.50
USB2.0 ddwrt dd-wrt tomatos

£31.00 + £3.50 p&p
RAM:

\'ahahle
' CISCO LINKSYS WRT160N ZBuylt Now £44.99 +£5.99
| TOMATO FIRMWARE

WIRELESS N BROADB... & £4499 +£5.99 p&p
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A closer look at a Tomato restriction rule;

Access Restriction

Enabled v
Description YouTube
Schedule " Anpay [ Everyday

Time 1730 ~ - 2000 ~

Days M sun Wmon #Tue #wed ¥ Thu TIFn 7] sat
Type @ Normal Access Restriction

* Disable Wireless

Applies To The Following ... -

MAC ! IP Address
10.100.100.238
10.100.100.242

Blocked Resources I Block Al Internet Access
Rules
Port/ TCR/UDP = Any Port -
Application IPP2P (disabled) ~ Layer 7 (disabled)

youtube.com
iplaver

time & days for the
restriction.

which computers or
devices?

what’s being restricted?
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“How to easily and effectively control what the computer(s) in your house can access online
WITHOUT having to install and configure software on each desktop and laptop” - review;

1. Use your ISP’s filtering; currently TalkTalk offer best protection in this area
Very easy to do but depends on your service provider.

2. Sign up for a free OpenDNS account and use their service
Mostly easy to do, might need a hand when adjusting your router.

3. Upgrade your router with Tomato and really get control!
Moderately hard - easy if you're willing to buy a pre-upgraded second-hand router.

[ use all three methods at the same time (belt, braces, and another belt!) but any of them will make
your network much more family friendly than it currently is.

“Norton 360", “AVG Complete” and other paid-for packages that run on each computer are less-
than-effective, expensive and reduce your once-speedy PC to a crawl. Best avoided.
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How to easily protect yourself against identity theft, phishing scams and other internet
criminality.

The Internet is big business and bad guys would like to get a cut of;
¢ Financial services
e Shopping

¢ Hijacking the power of your PC

Almost all of the ways criminals operate online now involve some aspect of social engineering
e Persuading you to part with important data

¢ Convincing you something is wrong that you need to pay them to fix

Highgate Road Chapel, 25t September 2011 Page 16




Your web browser

The software you use to browse the world wide web.

Internet Explorer TheWoarld Opera

Safarn Mazilla Firefox MNetscape

Tencent Traveler Maxthon Chrame

Internet Explorer - Windows
Safari - Mac and Windows
Firefox - Mac and Windows

Google Chrome - Mac and Windows

Not all browsers are created equal and
security-professionals recommend Firefox or
Chrome over Internet Explorer and Safari.
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Support Centre ‘phone calls

You may have already received a call from an “IT support centre” claiming they have identified some
problem with your PC. They may even have talked you through a procedure that seems to confirm
what they are saying. They may even claim they are your ISP or Microsoft.

This is impossible!
e You can’t determine someone’s IP address from their ‘phone number
e Computer viruses do their best to hide their tracks

e Your router’s firewall prevents people from being able to do a ‘scan of your system’ from afar.

The best thing is to hang up. If you think it may be legitimate then call back (with the number you
have, not the one they gave you!) and never do any of the things they ask (“..go to this website and
install our remote support software”).

This example of social engineering is increasingly fooling people in 2011.
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Scareware

This box popped up on my Mac!

WARHNINGI Quick System Scan Results [E|

XP antivirus Online Scanner detected
dangerous spyware on your system!

Detected malicious programs can damage your computer and compromise
wolr privacy, It is strongly recommended to remove them irmmediately,

Mame Tvpe Risk level
'13 Spyware.JEMonster.b Spyware CRITICAL ”~
ia' Zlob.PornAdvyertiser. Xplisit Spyware High
#  Trojan.InfoStealer.Banker.s Trojan Medium 2
w
[ Remove .ﬁ.IIJ I Ignore

Very prevalent - an element of a web page that looks very much like a piece of software that is warning you about
malware infection. They are faked to persuade you to sign up to their $99 software that will clean this imaginary
threat from your system.

Recently the software they sell you comes with real viruses!
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Email - best practise;

From: Booking Departament <information@hotels4u.com> Sent: Thu08-Sep-11 2:57 PM L] Don’t open attaChmentS that you Weren’t
To: . . .
= expeCtlng, no matter how lnterestlng or
I Fole s e Munchra iindde it Bnadion D enticing they seem
I Message . ZREBookingRefund314.zip (26 KB)
O N A R R P DR -
ol
Dear Guest!

On July 26th, 2011 Hotel made wrong transaction writing-down from your
account for an overall amount of $1390.

This partner hotel was divested accreditation in Booking Company with
reference of noncompliance of the service contract.

Please see the attached form. You need to fill it in and contact your bank for
the return of funds. =
In the attachment you will find expense sheet with the sum of wrong
transaction decommissioning.

Company just mediates and bears no responsibility for any money
transactions made by Hotel.

Thank you for understanding. We trust you can solve this unpleasant
problem.

Manager: Eolande Ardens

‘content here. To create anc
S R Ean e S e Never click a link in an email - particularly the one inviting you to unsubscribe! It

alerts the sending server to the fact that your email address is ‘live’ and your spam-
Click here to unsubscribe +11 -
load will increase ten-fold!
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ALL YEAR ROUND
- Happy Birthday
¢A Wedding / Anniversary
Thinking Of You
4 Thank You
o
) Get Well
“*  Congratulations

SPECIAL DATES
@' Autumn

. Halloween

CARDS BY TYPE

* Mote Cards
~ Dog Cards
Write Your Own Message

“ Invitations

J Cat Cards
= |

Avoid animated greetings cards - at best they sell email addresses on to marketing firms and at worst they come

loaded with viruses!

Sl Send your own Jacquie Law
" Newo note cards! Lo,

Learn more about our Membership
Qur great new way of
keeping in touch

gk o
e iy

Birthday Cards Cards f

%IRPPE
W

AT

Birthday Letters &V An Eloguent Arrangement King for a Day Hew

Welcome to jacquielawson.com!

The classiest e-cards on the web

Back in the year 2000, Jacquie Lawson, an English artist living in the picturesque villag
Lurgashall in Southern England, created an animated Christmas card featuring her dog
cats, and her 15th-century cottage, and sent it to a few friends for their amusement. T
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Banks don’t do this!

& [Digital Certificate Updating Procedure - Thunderbird
gy o A W o ¥ ¥ X b |4 =200
a0k Mol wrte  Address Bogk | eyt Feph  Reply Al Forswd Lk sk Mt Fricd “hep
Sauhpeck; I'|||_||I.1| Lertilicate Lipdating Fracedurs
Froem: (il 3 [ o + e b
Date: 848 &9

il J—

Bankof America %2~ Online Banking

Bank ol dmerica Direct Digital Certificate Updating Procedure

EecPion, 1 Jum 2000 1% 40617 =000

b

Bocsuse sl s not e secure Form of oo ation, ploase do net reply o thes amaill,
P B Has " . i i Lndd, B tha g

T e e ﬂ&é{
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There is never any $35,000,000!

N
Oh ER Yon Ik Mewsion [eb

& & @« - X 0 0
From:  JOWCE ZUMA
Dralies Wednesday, 13 June 2007 5:54 PH
ez urischosed-recpients:
Subject:  JNCE
Iy Dovar,
| am MRS JOYCE JUMA, Head of FilesReconds Department in the Alncan
Developrment Bank, Cotonou, Banin Republic in West Africa
Going throwgh the files and recards in my depantment | obsarved an
abandoned sum of 35 Milkon (Thirty five milkon United States
Dofiars) belonging to & German business magnate and property
consultant, Late Andreas Scheanner. The kate Mr Schranner died in 2
plane crash on hMonday, 315t July, 2000 alongside his family members
The BBC website: Refers:hitpiinews bbc.could ihikwordleurope/350473 stm
| aiso observed that since his sudden death the bank has mads frantic
efforts to locate has relatons, but & atempts failed, To avoid the
baard of directors talang advantage of the funds, my colleguas and |
conceived the idea of contacting you, based an the good racommendation
given 1o me by a friend who works with the chamber of commarce and
inchastries here Wi need your unfinching suppon and cooperation to
herver the funds transferred to your nominated bank account
Thee money will be shared on a ratio of 20% to you and the rest for rmy
colleagues and | Having done a thorough feasibility study on how 1o
perfect the transfer of the fumds to your bank account, your role
shall b to send an application for claim of the funds to the bank as
anexd of kin or business partner to the late Andreas Schranner. |
also would reguire your contact address, telephone and fax numbers for
easy communicaion Fleass, rest assurad that the busingss is 100%
nsk fres
ek forward to recaiving your urgent response
TELEPHONE: 0022997 721 813
Bastwishes,
Wrs JOYCE ZUMA

An advance-fee fraud is a confidence trick in which the target is persuaded to advance sums of money in the hope

of realizing a significantly larger gain.

Last year the CIA recorded more than thirty-nine thousand people who lost money to this scam. A fool and his

money....
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OpenDNS

Our friend OpenDNS protects from a lot of these scams because clicking a link in a fraudulent email will cause
your computer to lookup the fraudster’s server domain name.

www.nationwidebuildingsoclety.com (for example)

...and realise it isn’t the legitimate Nationwide site and stop your computer from going there.

As well as protecting you whilst browsing the web and from some email scams OpenDNS stop keyloggers -

malware that sits quietly sending your keyboard keypresses to fraudsters.
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Viruses and Malware - best and most economical ways of protecting your computers and
what to do when the worst happens (because it will!)

“Malware, short for malicious software, consists of programming (code, scripts, active content, and other
software) designed to disrupt or deny operation, gather information that leads to loss of privacy or exploitation,
gain unauthorized access to system resources, and other abusive behaviour.” - Wikipedia.

It sounds awful! Why do people want to do this?
e Historically for fun (or ‘for the Lulz’!)
e For financial gain (stealing your credit card details etc)

e To get a foothold into your computer to use it in other criminal ventures (DDOS etc)

What can I do to protect myself?

Use a good Antivirus package and keep it up to date!

Make sure you have a Firewall - the best kind is that built into your router
Stay away for dark corners of the web (but OpenDNS helps with that!)

A few other tricks!

What to do if you do get a virus on your machine.
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Get a good anti-virus package

I don’t recommend any of the paid-for programmes. They represent poor value and slow your
computer down. The best approach (in Windows) is Microsoft Security Essentials:

http://www.microsoft.com/en-gb/security essentials

I have tried maybe half-a-dozen paid-for anti-virus packages and this is the one I use on all my
Windows PCs.

[ don’t use anti-virus on my Macs - the Mac isn’t yet a big enough target for the virus writers. It’s not
that it’s any more secure, it’s just not worth their while.

So far there have been only a couple of Mac viruses (against the tens of thousands of Windows
ones).
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Computer status - Protected

¥ Update

Scan completed on 33866 items.

Mo threats were detected on your computer during this scan.

Security Essentials is monitoring your computer and helping to protect
it.

& Real-time protection: On
& \Virus and spyware definitions:  Up to date

Scan details
Scheduled scan: Sunday around 02:00 (Quick scan) | Change my scan schedule
Last scan: Today at 14:29 (Quick scan)

‘ HicmsuﬁSecuﬁﬁEqseﬁri-iaﬁ' ST ey T e I A. _ . _ B ARl

Scan options:
@ Quick
@ Full

() Custom...

Scan now l

® L a
"Q.

Customize...

B e

=
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Make sure you have a firewall

All modern computer operating systems have a built-in firewall; don’t pay Mr. Norton et al for
something you had already! Additionally your Internet router functions as a very effective firewall
because of the way it does Network Address Translation.

Contrel Panel H . . .
s Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.
¥/ Change notification settings How does a firewall help protect my computer?
B Turn Windows Firewall on or What are network locations?
off -
. (gl H (A
B Restore defaults . ﬁ Home or work (private) networks Connected (4
¥y Advanced settings Metworks at home or work where you know and trust the people and devices on the network
Troubleshoot my network
Windows Firewall state: On
Inceming connections: Block all connections to programs that are not on the

list of allowed programs

Active home or work (private] networks: BE internal.rootb.com
bl Network

Motification state: Motify me when Windows Firewall blocks a new
program
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What to do when you think the worst has happened.
e Don’t panic - after tonight you’ve been backing up and so you're covered.
e Make sure you have all your CDs and DVDs that came with your computer.
e Make sure you finished tonight’s course and are using Dropbox

e Set aside a few hours to re-install your computer

Every computer benefits from having its operating system re-installed every couple of years. Like the
footwells of your car your computer collects digital crud which accumulates and slows your PC
down. I have friends who never both and end up deciding to replace their machine every couple of
years because they think its ‘worn out’!

If you've had a virus on your machine this is essential and even if you think you've managed to
remove the infection you don’t know what other nasties crawled in and you can never trust that
machine again.
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Easy and effective backup solutions that don't depend on you remembering to make copies.

Increasingly we live our lives digitally;

Photos

Music

School & College work
Financial records etc.

Computers store files on mechanical hard-drives. They have a typical MTBF of 20,000 hours. This
means that every computer hard drive in the world will fail - maybe today, maybe in ten years.
Unless you are prepared for when your laptop or desktop’s hard drives dies you will lose lost of your
stuff, probably when it is most inconvenient.

You need a 3:2:1 backup strategy (like Ted Rogers & Dusty Bin!)
e 3 copies
e 2 types of storage - Hard Drive and DVD or memory-stick

e 1 offsite backup

Unfortunately houses burn down or get burgled; if your backup is sitting next to your computer...
This happened to film director Francis Ford Coppola; he lost several scripts when burgled.
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Best backup practise
You can backup different things at different times;

e When your digital camera is full and you copy the pictures across make a point of backing up
all of your photos to a memory stick or a DVD disk. Mail the DVD to your Auntie Rose. Keep
the memory stick at work. Never erase your camera without doing this.

e Have a USB backup drive connected to your computer and use Karen’s Replicator to back up
your Documents folder every day. http://www.karenware.com/powertools/ptreplicator.asp

e Sign up for one of the many online ‘cloud’ backup services - the best is DropBox

The great thing about an online or ‘cloud’ service is that it happens without you needing to do
anything. Additionally you can have the same Dropbox on several computers so your files are
available wherever you are. You can even log in via the web if you've left your laptop at home.

e http://www.dropbox.com

¢ Sign up for a free account - up to 2 Gbytes

e Download and the Dropbox installer - Mac, Windows or Linux

¢ Once installed enter the username and password and choose the folders to backup
e Repeat on other computers
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How does Dropbox work on my computer?

E ."'.f @ H L2 @ |§| $ Open Dropbox folder
Open Dropbox Folder Launch Dropbox website

Launch Drophox Website Recently changed files
Recently Changed Files >

62.3% of 20GE used
50.1% of 2.2GB used
All files up to date

Il Tiles up to date
Get more space

Cet More Space Pause syncing

saase Synclng Preferences...

Preferences... Help center

Help Center

Quit Dropbox = . (=T )
On Mac OS-X On Windows

Every time you save a file into your
Dropbox is gets copied to their server

(in Texas!)

That file is then available wherever
you are via your other Dropbox
folders on other computers or via the

web

Great for families - homework on

laptops etc.

Another great thing about Dropbox is being able to get to you files on your ‘phone.

Take a photo!
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rDocuments » Installations » Dropbox »

dp

rary - Share with = Burn Mew folder
Mame -

| AP

, Arden Sutherland-Dodd
. Arquiva

| Arsenal

| Avanti

| Bank

. BBC Millbank

. BBC TCS

. BBC-Mewsround
. Black Diamond
| Blakeway

. Blink

| BreatheTV

B e deaea

As soon as [ update a file on my computer it is available on my ‘phone - they have versions for

iPhone, Blackberry, Android etc.

Date modified

19/06,/2011 15:22
14/10/2008 23:20
23/11/2009 09:27
15/08/2011 11:55
12/03/2010 16:54
11/07/2011 18:10
23/03/2011 09:30
28/03/2011 17:38
14/07/201019:31
31/03/2011 11:40
12/03/2010 16:54
12/03/2010 16:54
30/08/2011 07:32

a1 02-UK 3G 13:51

@ 100% fob

. Arquiva

 Arsenal

-~ Avanti

Dropbox
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“Easy & effective backup solutions that don't depend on you remembering to make copies” - review;

e Computer hard-drives fail — not a question of if, rather when!

e 3:2:1 back strategy, 3 copies, 2 storage types, 1 offsite (and done automatically)

e A single copy of anything is vulnerable — don’t backup & delete the original!

o Different file type, different back schedule

e Dropbox is offsite AND very convenient —free for 2 Gbytes, cheap for more.

e When you move to a new computer Dropbox means you don’t need to transfer your stuff.

Remember - start your backup strategy today and you'll never worry about losing that assignment,

photo, or financial record ever again - peace of mind! \\w\\\\\\v\ | 1|rl ,W 1/ Wﬂy /W 7

OH NO/
MY COMPUTER
CRASHED AGAIN!
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Feedback

How useful did you find this evening? [ ] too technical [ ] about right [ ] too light weight
What about the length? [ ] way too long! [ ]about right [ ]left wanting more
What other IT-subjects might interest you? [ ] digital media - how to manage my photos, music and films

[ ] podcasting — what’s that all about?

[ ] websites, blogging and social media, where do I start?

Any further comments?
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